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NATIONAL AUTOMOTIVE TEST TRACKS

Tender For

Procurement of OS Ticket Helpdesk System with XDR and
Disaster Recovery at NATRAX
Pithampur, Dist. Dhar (Madhya Pradesh)

Tender No. - NATRAX/PROC/A &IT/24/52R

National Automotive Test Tracks (NATRAX)
NH-52, Old Agra- Mumbai Highway, Near to Pithampur Flyover,
Post Khandwa (Near Pithampur)
Dhar District, Madhya Pradesh-454774
Phone: +919893892310, Fax - 07292-256101
Email: a.prabhakar@natrip.in, anuj.kumar@natrip.in
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Tender No. - NATRAX/PROC/A &IT/24/52R

1. AT fAET/General Instructions:

AAT AR ¢Te  ¢FH  (NATRAX) NATRIP &&-dds]  ARAEE
(NATIS)/a2Tal JferAlfea s (NAB) & 3Jdeld Ueh 3ferAifea gdiefor g YA
&g g S URT WHR & AR 39T FAGT ¢aRT Ifdd T Tardd @ §l
NATRAX &I FATTAT o@137eT 3000 Uehs $f X Ffl GhR & HTHAISS & ehmaeh

TQeToT 3R FHedihad & faT dRAY, el 4R, (AYT 989, Rd) & 91| 61 715 g/
National Automotive Test Tracks (NATRAX) is an Automotive Testing &
Certification Centre under NATRiP Implementation Society (NATIS)/National
Automotive Board (NAB) which is an autonomous body constituted by Ministry of

Heavy Industries, Government of India. NATRAX has been set up on approx. 3000
acres of land for comprehensive testing and evaluation of all types of automobiles,
near Pithampur, Dist. Dhar, (Madhya Pradesh, India).

MR JfeAeT ere ¢FT (NATRAX), 38 siol exads & Afga @&t 3t edf
W HY e, Feafed a7 3R FRifcad a0 & fov @uiRa Swar & s
gEdae # Afdse amIdr AEst A U HE arer Ao 3R 3rEgerr drelgranst @
qrgas WiEa a1 e Hre/afadl HARNT Far g1 st &1 gfeeg f@awor
IR NIQ/fAfder & for gagdar A & a8 arfessr & @&fa §:/ The National
Automotive Test Tracks (NATRAX), invites Password Protected OR Sealed
Quotations/Bids from the qualified and experience Bidder(s) who meets the specified
eligibility criteria in this document in the prescribed Proforma for performing,
executing and implementing the works on the terms and conditions contained in this

Bid document. Brief description of works and the timelines for NIQ/tender are
summarised in the table below:

.. ] Date  of Last date for | Date & Time

Description of Period of | start of L. .
. submission | of Bid
Work Contract floating of Bid openin
of tender P 8

Procurement of OS
Ticket Helpdesk Latest by
System with XDR and | 1 year, one |22»d Nov | 28t Nov | 28t Nov 2024
Disaster Recovery at | month 2024 2024 at 1500 | at 1530 Hrs
NATRAX Hrs
Pithampur, Dhar (MP)

eeting - 25th Nov 2024 at 11:00 hrs through online mode or at NATRAX HUB.
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Tender No. - NATRAX/PROC/A &IT/24/52R

el oM atel dr feT T Wé (3mEdN) 7 3dflid wgHaH e Aes (TASHD)
I QT A drel Sleliarar Sell TihdT H TG gl & fIU 9T g7 Hehd g1 HgFd
3CTA/AT & ®F H dlell o€l arell &l 3-1?!}4‘% STEl &1/ The Bidder(s) who meet the

minimum eligibility criteria (MEC) as mentioned in the Instruction to Bidder (ITB) may be
eligible to become successful in the Bidding process. The bidder(s) in the form of
JV/Consortium is not permitted.

2. drelr gEdd #{l HI fqaXoT/ Bid Submission details:
a. qEas @ Whara Sifeisres aeferan3i) carr Frafaf@a $ae s w
gafed AT T fafy @ ugel a1 q@ Faar W Tl Jauses O g @@y w®
FEI U S §1 (THaS GRET faaRor & fAU AT 3@ EAR & Iefeideh
IV ¢H)|/ Password protected Bids/Quotations are to be submitted by the

Bidder(s) at the following email ID’s not later than the aforesaid time & date or as

next convenient date & time on pre-intimation. (for password protection details please
refer Annexure IV of this document).
mail to: a.prabhakar@natrip.in, anuj.kumar@natrip.in,

Ir/OR
Weree N/, deheltehr diell 3R 3T aiferat afgd gs wrdr & &Y 3reer-
T Piodde fommpl &, 3ued A 3ik 879 W NATRAX g9 SRT&T &

qEdd fhT ST @ €1/ Sealed Bids/quotations may also be submitted in the

hard copy containing Technical Bid and Financial Bids in TWO different sealed
envelops at NATRAX Hub office in the aforesaid date and time.

b. 3REFd fafY 3R T & ¢ FS off Sl THHER AET T ST BT,
JUdelcHs  HAFGAT H, NATRAX el Tl # Ugol el oF#AT aad $r
grg/3ifas Ay @ el gRusss QReag aF sew & sfter gufed
@dr gl / No Bids will be accepted after the aforesaid date and time. However, on

exceptional cases, NATRAX reserves the right to extend the time/last date of
submission of Bid to a next convenient date/time before opening of the Bids.

c. ColEnfher AT 31T ATEAT (Coithard 37E) & FS 98 Siferdn, S yrgas Wiaa
el §, 376 AT, AT AW e IR 3eE IEded FY fadm Seerm|/ Bids

sent telegraphically or through other means of transmission (telefax, etc.) which
are not Password Protected shall be treated as defective, invalid and shall stands

rejected.

1T &2 - 3ledclse dlcl FEgd #Xe & HiFHel H dFadlshl dlell 3R a1
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3.

Jleft & 7T 3olar-3e7T_9rdds glat aifaTy Please Note: - In case of online Bid

submissions Technical Bid and Financial Bid should have different passwords.

J_ﬁZand
S Slellgrdl Jiibels His # Hieide [elprd & dlell §edd #Xe & 3T 8, 378
ol & St 8 & 3 el @lest 3 5T NATRAX HUB H 39EYd I8 Y/ In case

of Bidder who are willing to submit the Bid in Sealed envelop in offline mode are
advised to be present while Bid opening at NATRAX HUB.

d FFg FA off ver fr O & QT TFAER &@ gem oy &F e o
fAoE/fEeliall & glaar fone qereiichr JfC T el 9d & HROT S g

delardT SeEE ¥ AU aell S e AT Wg A gt X oFwRd g1/

NATRAX shall not be responsible for any delays for non-receipt /non-
delivery/or any technical errors or due to wrong addressee. Bidders may confirm
the receipt of their Bids submission from NATRAX.

FEAFHIOY/ Disclaimer:

NATRAX foam &% FROT daw fear &t ar @t geamar &t
TARR/ IR AN/ TS el T QO HAHPR RIS @ar g1 selierensit
& 9 NATRAX & Rl o faoto & fov 3us vy 15 ®Ras a1 grar s
T HROT aTgl &9/ NATRAX reserves all rights to accept/ reject/ modify/split any

or all proposals without assigning any reasons. Bidders shall not have any cause of
action or claim against NATRAX for any of its decisions.

g gEardS f@ar 3R el Qe AW 7 §; gt fohdr o fawerta fr feafa &
36T Fr wgfASar & SUeft/ This document in both the languages Hindi &

English; however in case any discrepancy English will be prevails.
NATRAX & T/ For NATRAX

g 3t TR 1Jl'tlil_,'vlﬂ'/Head Procurement & Stores

sq fAfder # 9 Jie]eTdeTeh Al &/ This tender further contain five Annexures

A.
B.
C.
D.
E.

Annexure-I-Instructions to Bidders (ITB)

Annexure-II- Special conditions of contract (SCC).
Annexure-III- Technical conditions of contract (TCC).
Annexure-IV- Financial Proposal

Annexure V -Method of submission (online through email).
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Tender No. - NATRAX/PROC/A &IT/24/52R

ANNEXUREI
INSTRUCTION TO BIDDERS (ITB)

1.  Bidders are required to submit their Bids in two parts in a Password Protected PDF
format, named as “Bid for Tender No. NATRAX/PROC/A&IT/24/52R" on the subject of
the email, containing two separate Password Protected PDF document, as given below.
The Password Protected Bids shall be submitted at the mentioned email ID(s) before the
closure of Bid submission date/ time.

OR

Sealed Bids/quotations may also be submitted in the hard copy containing Technical Bid
and Financial Bids in TWO different sealed envelopes at NATRAX office in the aforesaid
date and time.

a) The first Password Protected document marked as “Technical Bid for Tender No.
NATRAX/PROC/A&IT/24/52R” shall consist of all the technical details eligibility,
commercial terms and conditions and documents sought in the NIQ/Tender along
with the signed copy the NIQ/Tender document. Further, the Technical Bid must
include a copy of the unfilled Financial Bid of the Bidder without any
information on the prices
OR
In case of offline Bid submission, the sealed document marked as “Technical Bid
for Tender No. NATRAX/PROC/A&IT/24/52R” shall consist of all the technical
details eligibility, commercial, terms and conditions and documents sought in the
NIQ/Tender along with the signed copy the NIQ/Tender document. Further, the
Technical Bid must include a copy of the unfilled Financial Bid of the Bidder
without any information on the prices

b) The second Password Protected document marked as “Financial Bid for Tender
No. NATRAX/PROC/A&IT/24/52R" should consist of the Financial Bid duly filled
and signed by an authorised person from the Bidder’s.

OR

In case of offline Bid submission, the sealed document marked as “Finanical Bid
for Tender No. NATRAX/PROC/A&IT/24/52R” shall consist of Financial Bid duly
filled and signed by an authorised person from the Bidder’s.

c) Incase of online Bid submission, the password of the documents shall be submitted
by the Bidders at the time of the Technical Bid opening and the Financial Bid
Opening respectively.

d) The bidders are advised to submit the bid after due signature on each page and

numbered, the bids received without sign and numbered may be rejected by

ATRAX, which is the discretion of NATRAX.
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Tender No. - NATRAX/PROC/A &IT/24/52R

Please Note: - Technical Bid and Financial Bid should have different passwords.

2. Technical Bid Opening;:
The Technical Bids are opened at the first instance and evaluated. At the second
stage, financial Bids of only technically qualified Bidder shall be opened with prior
intimation about the date and time for further scrutiny, evaluation, ranking &
placement of order.

3. The Bidders are expected to meet the minimum eligibility criteria (MEC) as given in
this document. NATRAX will disqualify the Bid(s) those do not meet the minimum
eligibility criteria as laid down, based on their submission along with the Tender
documents even after the Bid opening process is concluded.

4. The Contract shall be governed by the terms and conditions specified in this tender
document including amendments, work order etc.,

5. All Bidders are hereby explicitly informed that “CONDITIONAL OFFERS” or
“OFFERS WITH DEVIATIONS” from the conditions of Contract, the quotation not
meeting the minimum eligibility criteria, technical specifications, or any other
requirements as stipulated in the Tender documents are liable to be “REJECTED”.

6. Bidders if required may provide details of their technical soundness and provide
list of customers/client of previous works of similar nature in Government
Departments/ Undertakings/ Public / Private sectors/Autonomous etc.,

7. Minimum Eligibility Criteria: -
Documents to be submitted along with the Bid:
The Bidders who's Bid meet the following criteria would only be considered as
responsive and evaluated by NATRAX.

i. MECT1:-

Legal Valid Entity: The Bidder shall necessary be a legal valid entity either in the
form of Proprietary/Private Partnership/ Public Limited Company/ Private/ Govt./
Public/ Autonomous, documentary evidence should be submitted. In form of
JV/Consortium not permitted.

Following List of acceptable documents should also be submitted along with
under above-

a)  Certificate of Incorporation/Commercial establishment of firm/License
certificate of the firm, etc.

)  PAN Card/GST registration, PF registration, ESI Registration, Labor License
and any other applicable statutory requirements, etc.,
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Tender No. - NATRAX/PROC/A &IT/24/52R

ii. MEC - 2: Financial Capabilities: The Bidder should have minimum 3 years’
experience with Minimum Average Annual Financial turnover during the last three
years, ending on 31st March of the previous financial year (2021-22, 2022-23 & 2023-
24), should be as Rs 05 Lakh. Documentary evidence in the form of certified Audited
Balance Sheets of relevant periods OR a Certificate (with UDIN NO.) from the
Chartered Accountant / Cost Accountant indicating the turnover details for the
relevant period shall be submitted with the Bid.

In case the date of constitution / incorporation of the Bidder are less than3-year-old,
the average turnover in respect of the completed financial years after the date of
constitution shall be taken into account for this criterion.

For startups registered firms, no turnover is required and same shall be dealt as per
the Start-up policy.

Any of the following acceptable documents to be submitted with Bid:

a) Certified balance sheets for relevant period mentioned above, must necessarily
have UDIN.

b) Certificate from charted accountant / cost accountant indicating turnover details
for relevant period mentioned above, must necessarily have UDIN.

iii. MEC-3 Part-I-Experience: The Bidder should have at least 5 years experience
in Software Module Developer and have successfully completed similar works*
component also in last 5 years meeting the following criteria: -

a. Three similar completed works costing not less than the amount Rs. 0.30 Lakh;
or

b. Two similar completed works costing not less than the amount Rs. 0. 40 Lakh;
or

c. One similar completed work costing not less than the amount Rs. 0.50 Lakh;
Part-11I Similar Works*: successfully completed at least 2 work pertaining to “TICKETING

SYSTEM MODULES.”, for any Govt. Dept./Reputed firm Private
Institution/Academic Institutions/etc.

List of accepted documents as proof of MEC-3 (Part-1&II) above:
a) Completion certificate along with PO/ work order, with value of works, etc.,
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Tender No. - NATRAX/PROC/A &IT/24/52R

¢) Incase PO/Work order/completion certificate issued by any private employer,

than form 26AS should be submitted to support the genuineness of the same.
8. Tender Fee & Exemptions: -

a) This tender is free of cost.

b) If registered under Startups and “Micro & Medium Small Enterprises” (MSME's),
supporting documents need to be submitted to avail exemption from Earnest
Money, subject to verification of certificate.

c) The Benefits & Exemptions for Startups and MSME Bidders (Udhyam Registration
Certificate) — Shall be dealt as per the guideline.

9. The Bidders are expected to carefully examine all the contents of the Tender
documents/NIQ including instructions, conditions, terms, specifications, drawings
(if any), shall inspect the Site with prior notice to NATRAX and at Bidders own cost,
acquaint himself/themselves with all local conditions, means of access to the work,
nature of the work and all matters pertaining thereto & take them fully into account
before submitting their offer. Failure to comply with the requirements as detailed in
these documents shall be at the Bidder’s own risk. Bids which are not responsive to
the requirements of the Tender will be rejected.

10. While all efforts have been made to avoid errors in drafting of the Tender documents,
the Bidder is advised to check the same carefully. No claim on account of any errors
detected in the Tender documents shall be entertained.

11. The Bidder shall carry out all the work strictly in accordance with Specification,
Standard Practices and instructions of NATRAX or NATRAX's representative and
deviation on any account will not be permitted. If in the opinion of NATRAX,
changes have to be made and it desires the Bidder to carry out the same. The decision
of NATRAX in such cases shall be final and shall not be open to arbitration.

12. The successful Bidder is bound to carry out associated work necessary for the
completion of the job even though such items are not included in the quantities to
achieve end results and deemed to be priced in the other items. No claim on this
account shall be entertained.

13. Addendum / Corrigendum (if required) to the Tender may be issued prior to the
date of opening of the Bid to clarify or to intimate any changes/modifications etc. All
such addendum / corrigendum shall be treated as an integral part of the Tender.

14. Any effort by a Bidder to influence NATRAX or any of its functionaries in the process
X of examination, clarification, evaluation and comparison of tenders and in decisions

ing award of contract, may result in rejection of the Bid.
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15. In order to afford prospective bidders, reasonable time for preparing their Quotes
after taking into account such amendments, NATRAX may, at its discretion, extend
the deadline for submission of Bids.

16. Information relating to the examination, clarification, evaluation and comparison of
Bids and recommendations concerning the award of Contract shall not be disclosed
to Bidders or other persons not officially concerned with such process.

17. NATRAX reserves the right to accept / reject or modify any Bids, and to annul the
Tender process and reject all Bid(s)/quotation(s), at any time prior to award of
Contract, or to divide the Contract between/amongst Bidders without thereby
incurring any liability to the affected Bidder or Bidders or any obligations to inform
the affected Bidder or Bidders of the grounds for NATRAX's action. Any Bidder not
following ITB stands rejected.

18. TECHNICAL BID EVALUATION

a) NATRAX shall follow the Segregated Bid evaluation system (No bearing of
technical score in the financial Bid evaluation and L-1 in the financial Bid shall be

deemed as successful Bidder) to determine the successful Bidder. (Bidders may
also refer the SCC)

b) The Bidder must qualify the all three MEC's.

c) The Bidder is requested to specify what particular value he is offering for each
particular requirement, rather than just stating he is fulfilling the Minimum
Requirement.

d) During the technical Bid evaluation process, NATRAX may ask clarifications to
the Bidder through E-mail for confirming and consolidating their technical offers.

e) All such clarifications are required to be answered by the bidders by E-mail,
within the time specified by NATRAX.

f) Only the technically qualified bidders shall be intimated for financial bid opening
in writing.

g) The Financial Bids of the Technically qualified Bidders shall be opened through
online mode and the Financial Bids received through off-line mode shall also be
opened on the same day and time at NATRAX Hub.
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19. FINANCIAL BID EVALUATION:

a) For the evaluation of the Financial Bids, the eventual Bid prices shall be
ascertained after considering all the terms and conditions associated with the Bid
price specified in the Financial Bid document and after detailed scrutiny of the
financial bid.

b) No Bidder shall be allowed to propose/carry out any revision / correction /
modification in his Price Bid offer.

c) If there is a discrepancy between the sub total/s and the total price that is
obtained by multiplying the unit price and quantity/adding the sub total/s, the
sub total/s shall prevail and the total price shall be corrected, unless in the
opinion of the Employer that there is an obvious misplacement of the decimal
point in the sub total price, in which case the total price as quoted shall govern
and the sub total /s shall be corrected;

d) If there is an error in a total, corresponding to the addition or subtraction of sub
totals, the subtotal /s shall prevail and the total shall be corrected; and

e) The Bidder needs to fill the rates against each item in word as well as in figures
as mentioned in BOQ (Financial Bid). In case of any discrepancy, the rate
provided in word shall prevail and correct the amount against the item. All the
prices should be inclusive of all taxes and GST.

f) The amount stated in the Letter to Bid will be adjusted by the Employer in
accordance with the above procedure for the correction of errors and, shall be
considered as binding upon the bidder. If the Bidder does not accept the corrected
amount of Bid, the bid will be rejected.

g) Contract negotiations, if any, will be held before the issuance of Letter of
Acceptance/ Notification of Award. The negotiation shall conclude with a revised
offer letter from the successful bidder, affecting the discounts if any and accepted by
NATRAX.

20. Award of Work:

a) Prior to the expiry of the period of Bid validity prescribed, NATIS will issue to the
Successful Bidder, the Work Order. The Successful Bidder shall return one copy of
the Work Order to NATRAX duly acknowledged and signed by the authorized
gnatory, within two [2] days of receipt of the same by him.
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b) NATRAX shall notify all the unsuccessful Bidders and discharge/ return their
Earnest Money Deposit. No correspondence will be entertained by NATRAX from
the unsuccessful Bidders.

21. Validity of bids:

The rate quoted should be valid for a minimum period of 90 days from the last date
of Submission of Quotation. No claim for escalation of rate will be considered at any
point of time.

22. Prospective bidders requiring any clarification of the Tender may write to
a.prabhakar@natrip.in; anuj.kumar@natrip.in, je.procurment@natrax.in,

23. The Bids / related correspondences shall be made in English/Hindi language.

Annexure-II
Special Conditions of contract (SCC):
Procurement of OS Ticket Helpdesk System with XDR and
a. Scope of work ) )
Disaster Recovery at NATRAX Pithampur, Dhar (MP)
i.  For customization: 30 days from the date of work order.
ii. For subscription & technical support: shall be 1 year
b Contract Period from the c.lat'e of acceptance of software by NATRAX,
the subscription may be extended for further period as
mutually agreed by NATRAX and services provider on
mutually agreed terms and condition.
Fnoi
c. neimeet Shall be notified to successful bidder.
Incharge (EIC)
The charges/rate quoted by supplier must be firm throughout
the Contract period and no escalation of any kind is
d. | Rate Firmness permissible.
The “final contract value” shall be derived on the completion of
work at actual.

i.  For Customization of software: 100% payment shall be
released after successful implementation & acceptance
of software by NATRAX, within 15 days, on submission

Payment, Mode of Tax Invoice.
e. ii.  For technical support: the amount shall be paid in four

and Retention

equal instalments on successful completion of
respective quarter and duly certified by NATRAX,
within 15 days, on submission of Tax Invoice with
supporting documents.
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iii. The GST/Taxes & duties of Govt. will be reimbursed
on actual basis upon the submission of original
receipt / documentary evidence.

All the payments shall be made through RTGS only.

Liquidated
Damages for | LD shall be up to maximum of 10% of the Contract Price on the
f. customization of | discretion of NATRAX.
software
Project Facility / | NATRAX Site
Place of | NH-52, Old Agra- Mumbai Highway,
& Installation/deliv | Near to Pithampur Flyover, Post Khandwa (Near
ery Pithampur), Dhar District, Madhya Pradesh-454774
10% (Ten) of the Contract price (customization portion) should
be submitted as Performance Security by the Successful Bidder
on award of Contract. Performance Security may be furnished
h Performance in the form of an A/C Payee Demand Draft, Fixed Deposit
" | Security Receipt or Bank Guarantee from a Scheduled Commercial Bank
favouring “National Automotive Test Tracks” & payable at
Pithampur and should remain valid for a period of Sixty days
beyond the date of completion of all Contractual Obligations.
. Returning of The performance security shall be returned after 15 Days of
i Performance

Security (PBG) acceptance of software by NATRAX.

If the work/service is found to be not satisfactory or not found
as per the specification indicated in this document, the Contract
Termination  of | will be terminated with short notice of 14 days in writing.
Contract In case of termination the balance work shall be completed by
NATRAX through any other party on the risk & cost of
contractor.

24. The bidder should give the following, duly signed and sealed, failing to which the
bids will be summarily rejected:

Page 12 of 23




(NATRAX)

Tender No. - NATRAX/PROC/A &IT/24/52R

25. DECLARATION:
(To be executed on Bidder’s letter head)

I/We having aquainted with the content & requirement of this Tender No. NATRAX/-------—-
-----—-, dated and do hereby accept to furnish the same in compliance

with all terms & conditions. I/we have not tampered/modified the tender in any manner
and breach of any such, will result in rejection of Tender and / or prosecuted.

I / We hereby declare that the firm/company has not been blacklisted or debarred in the
past by any other Government organization from taking part in Government tenders.

In case the above information found false or in case of breach of any of terms and conditions
at any stage of Tender or Contract, I/ We are fully aware that the Tender/ Contract will be
rejected / cancelled by NATRAX and Payments (for completed/partially completed),
Retention, Bid Security (EMD), Performance Security, etc., shall be forfeited.

Signature of the Bidder:

Name and Designation:

Address:

Contact details:

Place:
Date:
Seal of the Bidder’s Firm
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ANNEXURE - ITI- SCOPE OF WORKS & TECHNICAL SPECIFIATION

Request for Proposal (RFP) for OS Ticket Helpdesk System with XDR and Disaster Recovery
1. Introduction

NATRAX Ltd. ("NATRAX") is seeking proposals from qualified vendors to implement a

comprehensive helpdesk solution that includes the following components:

e OS Ticket: A robust, customizable, and user-friendly helpdesk ticketing system.

¢ Extended Detection and Response (XDR): An advanced security solution integrated with
the helpdesk to monitor, analyse, and respond to cyber threats.

¢ Disaster Recovery (DR): A reliable and efficient disaster recovery setup to ensure

business continuity in the event of a primary system failure.
2. Background

We require a helpdesk system that can streamline Support service management, enhance
cybersecurity, and provide operational resilience. The selected vendor will be responsible for the

implementation, customization, integration, and ongoing support of the solution.
3. Scope of Work
The vendor will be responsible for the following tasks:

¢ OS Ticket Implementation:

o Installation and configuration of OS Ticket on a MeitY empanelled cloud service
provider (CSP).

o Customization of the OS Ticket interface, workflows, email notifications, user
roles, and hierarchies to meet NATRAX's specific requirements.

o Creation of admin accounts and comprehensive training materials for NATRAX's
IT staff.

o Unlimited User Licenses.

XDR Integration:

Deployment of a robust XDR solution on the OS Ticket server.
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o Configuration of XDR rules, policies, and alerts to detect and respond to potential
threats in real time.

o Integration of XDR alerts and events into the OS Ticket system for efficient
incident management.

¢ Disaster Recovery Setup:

o Establishment of a secondary server in a geographically separate location as a DR
site.

o Configuration of data replication between the primary and DR servers to ensure
data integrity and availability.

o Thorough testing of DR failover and failback processes to validate the system's

resilience.
4. Technical Requirements
The proposed solution must meet the following technical requirements:

OS Ticket:

o Latest stable release.
o Compatibility with MySQL/MariaDB database.

o Support for Apache or Nginx web server.

o Advanced threat detection and response capabilities.

o Real-time monitoring and analysis of security events.

o Integration with OS Ticket for incident management.
Cloud Service Provider:

o Must be a MeitY empanelled CSP.

o Scalable and reliable cloud infrastructure.

Disaster Recovery:
o Recovery Point Objective (RPO) of 4 hours or less.
o Recovery Time Objective (RTO) of 12 hours or less.

5. Proposal Requirements

or's proposal should include the following;:
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Detailed Implementation Plan: A comprehensive plan outlining the project
timeline, milestones, and deliverables.

Technical Solution: A detailed description of the proposed technical solution, including
the specific OS Ticket version, XDR solution, CSP, and DR setup.

Customization and Integration Approach: A clear explanation of how the solution will
be customized and integrated to meet NATRAX's specific requirements.

Training and Support Plan: A comprehensive plan for training NATRAX's IT staff and
providing ongoing support and maintenance.

Pricing: A detailed breakdown of all costs associated with the project, including

licensing, implementation, customization, training, and support.

6. BIDDER HAS TO SUBMIT A BRIEF POWER POINT PRESENTATION (ppt) COVERING
BELOW POINTS (THIS SHALL BE SUBMITTED IN HARD COPY ALONG WITH
TECHNICAL BID)

Technical Capability: The vendor's ability to meet the technical requirements outlined in
this document.

Experience and Expertise: The vendor's experience in implementing similar solutions for
organizations of comparable size and complexity

Customization and Integration Approach: The clarity and feasibility of the vendor's
approach to customizing and integrating the solution.

Training and Support Plan: The comprehensiveness and effectiveness of the vendor's
training and support plan.

Pricing: The overall cost-effectiveness of the proposed solution.

Bidder must provide Customer Name, contact person & contact number for reference.
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ANNEXURE-IV- Form for the submission of Financial Bid
Financial Proposal Submission Form
(To be Executed on Letterhead of the Bidder)

FINANCIAL PROPOSAL SUBMISSION FORM

[Location, Date]

To:

The Head Procurement

NH-52, Old Agra- Mumbai Highway,
Near to Pithampur Flyover,

Post Khandwa (Near Pithampur)

Dhar District, Madhya Pradesh-454774

Dear Sir,
We, the undersigned, offer to provide the equipment & services in accordance with your

Tender No. , dated and our Technical Bid.
Our attached Financial Bid includes the price in the format for financial bid provide as

part of tender documents. The total price of our offer is
(in figures and words) and

includes all the deliverables under this tender as per our Technical Bid.

We hereby declare that all the information and statements made in this Bid is true and
complete in all respects and is as per the guidelines and terms & conditions laid down in
the tender document. We further understand that any information which is found false
or is not as per the guidelines and terms & conditions of the tender document may lead
to our disqualification.

Our Financial Bid shall be binding upon us subject to the modifications resulting from
Contract negotiations, up to expiration of the validity period of the Bid.

We tinderstand NATRAX has right to accept or reject our Bid as per its discretion.
N
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Authorized Signature [In full]:

Authorized Signature [In initials]:

Name and Title of Signatory:

Name of Firm:

Address:

[Note : To be signed in blue ink]
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ANNEXURE-IV- FINANCIAL PROPOSAL
Bill of Quantities (BOQ)/Financial Bid

Sr. No. Details Rate Amount
a. OS Ticket Implementation (annual
subscription)
1 b. XDR Integration (annual subscription)

c. Disaster Recovery Setup (annual subscription)
(as per attached specification and scope of work)

2 Technical Support for 1 year on above points (a,b,c)
GST
Total

Note: the quoted rates should be inclusive of all taxes, duties, deliverables etc, hence
Bidders are requested to please go through the complete scope of work and quote

accordingly.

Signature of bidder
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ANNEXURE -V
Method of online bid submission

NATRAX Bank details to be used for submission of EMD/Tender Fee (if any) &
procedure for passwords protection

T P W AR W TR T B R AT VAD FOR THAEE HONTHS FREM THE DATE OF JS5US
B sz g UR - B4y ey r
% i 30 THIET e, e sears g
RTGS / NEFT IFSC CODE : BARBORITHAM CBS v m o 77 -
HB"“*'***—"'% ﬂi: Baroda g wer savives acgonT © - 1 TS
|, Pay SN0 £ é or Bearer
& £ URE
1|5 Rupees vl /,/’///’ C . ol

P YA L3 |
C

i itk ‘ 57730100011758 | FOR NATIONAL AUTOMOTIVE. TEST.TRAGKS NATRAX DIVISON
W 4wl gl W R R AUTHORISED SIGNATORY
SarznaF Payable at par ai all hrancmi ins India |PJT T T

"00000 4" L5E0LE02EH OLA7581° 34

Steps for loading passwords in PDF Files-Method I
Step 1- please open PDF file and click on “Advance” tab.
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] Heron Scan L00GT0R LTSI (0T TAGREE E ; — oo
File Edit View Document Comments Forms Tools iciisad| Window Help *
= L - B ™ Accessibility | T—
COo@i-dies =0 E N
] [ Security r 2
- Security Settings... El
L—,% Manage Trusted Identities...

Extend Forms Fill-In & Save in Adobe Reader...

|24 Print Production r

Document Processing

Web Capture 5

NATIONAL AUTOMOTIVE TEST TRACKS

Limited Tender Notice

FOR

“Roofing over Utility terrace for AC duct, closing of a transparent

sheet by Galvalume sheet -40 nos at Client Workshop Building and

- = e ] sfi | oy Pomm—— go— - e - - . = 522PM |
Windows.. | G [ Docurmert..| Y 7 ot | (B [QYCote. | (AN Whaton - o @ RS 2

Step 2- in advance tab, please click on “Security” tab.

=) Xerox Scan_10062021151247 (3) paf - Adobe Acrobat

File Edit View Document Comments Forms Tools Jiiiiae Window Help x
= o] i B [F) = Accessibil 12
OB EPEE e e o ‘F;
# Sign 8t Certify » ]
2 Segurity. | 2 L Encrypt with Certificate.. -
Security Settings... 1 2 Encrypt wiith Passwrd... (]
Manage Trusted [dentiies... Marage Security Policiass
Extend Forms Fill-In & Save in Adobe Reader... Show Secuny Dioperties
Print Production #|  Bemove Security
Document Processing *| AdobeLiveCycle Rights r
Weh Tt " Import Security Settings
Export Security Settings

Create Security Envelope..

NATIONAL AUTOMOTIVE TEST TRACKS

Limited Tender Notice

FOR

“Roofing over Utility terrace for AC duct, closing of a transparent

sheet by Galvalume sheet -40 nos at Client Workshop Building and

f o @ @
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) Xeror Sean 1005202151247 S - Adobe kel TN e T ST El_u

File Edit View Document Comments Forms Tools liiiiai] Window Help
; ; Accessibil 3
il = W R TR Pt %
# Sign & Certify v |
] 2k Security. | 7 1 Encrypt with Certificate =
Security Settings.. | zm«mw =
L: '% ] Manage Trusted Identities... [Manage echiity Policess
Extend Forms Fill-In & Save in Adobe Reader... Show Securty Properties
|2 Print Production *|  Remove Security
Document Processing *| AdobeLiveCycle Rights v
Web Captuire ' Import Security Settings
Export Security Settings
Create Security Envelope...

NATIONAL AUTOMOTIVE TEST TRACKS

Limited Tender Notice

FOR

“Roofing over Utility terrace for AC duct, closing of a transparent

sheet by Galvalume sheet -40 nos at Client Workshop Building and

e — = e o= = B e ——
“y T E Wicoser.. | (B 7GR CoverMa.. [ e | g AEEETTE

Step 4- after that below window will open, please check in option “Required a password
to open the document”. Than please fill password and click “ok”.

m L_m‘l

D H - j@ o - | Password Security - Settings il ae =

Encryption Level: 128-bit AES

e | Select Document Components to Encrypt
= @ Encrypt all document contents

(7 Encrypt all document contents except metadata (Acrobat 6 and later compatible)

{7 Encrypt only file attachments (Acrobat 7 and later compatible)

&) Al contents of the document will be encrypted and search engines will not be able to access the document's metadata.

Require a password to open the document

Document Open Password: I
&P This password will be required to open the docurmnent.

Permissions.

[l Restrict editing and printing of the document. A password will be required in order to change these permission seftings.

Change Permissions Password:

Printin High Resolution

Chang | Any except extracting pages

| Enable copying of text, images, and other content

Enable text access for screen reader devices for the visually impaired

saapm |
/15201

NREER R )
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U_i] H ﬂ@ = ne Password Security - Settings o e
B a—

Encryption Level: 128-bit AES

Select Document Components to Encrypt

@ Encrypt all document contents

(7 Encrypt all document contents except metadata (Acrobat 6 and later compatible)

{7 Encrypt only file attachments (Acrobat 7 and later compatible)

Al il 2k « :

Adcbe Acrobat - Confirm Document Open Password

Require a passwor

Please confirm the Document Open Password, Be sure to make a note of the
password, It will be required to open the document.

Document Open Password: ||

Document Open P

& This passwor

Permissions.

[T Restrict editing] |

Change Permissions Password: |

High Resolution

| Any except extracting pages

| Enable copying of text, images, and other content

Enable text access for screen reader devices for the visually impaired
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